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o Ph.D Wireless Communication Networks, University of Sydney, Australia. (2010)
o M.Sc Computer and Communications, USM (2005)
o B.Eng Computer and Communication Systems — UPM (2002)

Areas of Interest
¢ Wireless Communication Network
o Network Security

Professional Membership & Learned Society

1. Member, Institute of Electrical and Electronics Engineers (IEEE)
2. Member, Association for Computing Machinery (ACM)

3. Member, International Association of Engineers (IAENG)

4. Graduate Member, Board of Engineers Malaysia (BEM)

Appointments

Position Duration
.1. Associate Professor, Dept. of Comp & Comm. Sys. Eng., Faculty of 2020 — now
Engineering, UPM 2010 - 2019

2. Senior Lecturer, Dept. of Comp & Comm. Sys. Eng., Faculty of
Engineering, UPM

3. Tutor, Faculty of Engineering, UPM 2002 - 2010

Publications (5 years)

1. Ahmad, F.A., Liu, J., Hashim, F., Samsudin, K. (2024). Short-Term Load Forecasting Utilizing a
Combination Model: A Brief Review. International Journal of Technology. 15(1).

2. Saleh, N.L., Sali, A., Abdullah, R.S.A.R., Ahmad, S.M.S., Liew, J.T., Hashim, F., Abdullah, F.,
Rashid, N.E.A. (2024). Utilizing gammatone filter coefficient to improve human mouth-click signal
detection using a multi-phase correlation process. Measurement: Journal of the International
Measurement Confederation, 224, 113887.

3. Li, L., Sali, A., Noordin, N.K., Ismail, A., Hashim, F. (2023). Prediction of Peatlands Forest Fires
in Malaysia Using Machine Learning. Forests, 14(7), 1472.

4. Li, L., Sali, A., Noordin, N.K., Ismail, A., Hashim, F., Rasid, M.F.A., Hanafi, M., Razali, S.M., Aziz,
N.A., Sukaesih Sitanggang, ., et al. (2023). Modeling of Evaporation Rate for Peatland Fire
Prevention Using Internet of Things (IoT) System. Fire, 6, 272.

5. Thajeel, |.K., Samsudin, K., Hashim, S.J., Hashim, F. (2023). Machine and Deep Learning-based
XSS Detection Approaches: A Systematic Literature Review. Journal of King Saud University -
Computer and Information Sciences, 35(7), 101628.
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Noori, M.S., Sahbudin, R.K.Z., Sali, A., Hashim, F. (2023). Feature Drift Aware for Intrusion
Detection System Using Developed Variable Length Particle Swarm Optimization in Data Stream.
IEEE Access, 11, pp. 128596-128617.

Muwafaq, L., Noordin, N. K., Othman, M., Ismail, A., & Hashim, F. (2023). Cloudlet Based
Computing Optimization Using Variable-Length Whale Optimization and Differential Evolution.
IEEE Access, 11, 45098-45112.

Khalid, H., Hashim, S. J., Hashim, F., Syed Ahamed, S. M., Chaudhary, M. A., Altarturi, H. H. M.,
& Saadoon, M. (2023). HOOPOE: High performance and efficient anonymous handover
authentication protocol for flying out of zone UAVs. IEEE Transactions on Vehicular Technology,
1-15 (in press).

Muwafaq, L., Noordin, N. K., Othman, M., Ismail, A., & Hashim, F. (2023). A survey on cloudlet
computation optimization in the mobile edge computing environment. International Journal of
Advanced Computer Science and Applications, 14(1), 520-532.

Kareem Thajeel, |., Samsudin, K., Jahari Hashim, S., & Hashim, F. (2023). Dynamic feature
selection model for adaptive cross site scripting attack detection using developed multi-agent
deep Q learning model, Journal of King Saud University - Computer and Information Sciences,
35(6), 101490.

Umelo, N. H., Noordin, N. K., Rasid, M. F. A., Tan, K. G., & Hashim, F. (2023). Efficient tag
grouping RFID anti-collision algorithm for internet of things applications based on improved K-
means clustering. IEEE Access, 11, 11102-11117.

Albogamy, F. R., Aiyashi, M. A., Hashim, F., Khan, |., & Choi, B. J. (2023). Optimal resource
allocation for NOMA wireless networks. Computers, Materials and Continua, 74(2), 3249-3261.
Al Ahmed, M.T., Hashim, F., Jahari Hashim, S., Abdullah, A., Authentication-Chains: Blockchain-
Inspired Lightweight Authentication Protocol for loT Networks, Electronics 2023, 12(4), 867, pp.
1-20.

Hussein, W.A., Ali, B.M., Rasid, M.F.A., Hashim, F., Smart geographical routing protocol
achieving high QoS and energy efficiency based for wireless multimedia sensor networks,
Egyptian Informatics Journal, 2022, 23(2), pp. 225-238.

Umelo, N.H., Noordin, N.K., Rasid, M.F.A., Geok, T.K., Hashim, F., Grouping based radio
frequency identification anti-collision protocols for dense internet of things application,
International Journal of Electrical and Computer Engineering, 2022, 12(6), pp. 5848-5860.
Shalghum, K.M., Noordin, N.K., Sali, A., Hashim, F., Worst-Case Latency Analysis for AVB Traffic
Under Overlapping-Based Time-Triggered Windows in Time-Sensitive Networks, IEEE Access,
2022, 10, 43187-43208.

Munther, M.N., Hashim, F., Abdul Latiff, N.A., Alezabi, K.A., Liew, J.T., Scalable and secure SDN
based ethernet architecture by suppressing broadcast traffic, Egyptian Informatics Journal, 2022,
23(1), pp. 113-126.

Al Ahmed, M.T., Hashim, F., Jahari Hashim, S., Abdullah, A., Hierarchical blockchain structure
for node authentication in loT networks, Egyptian Informatics Journal, 2022, 2022, 23(2), pp. 345—
361.

Ibrahim, A.A.Z., Hashim, F., Sali, A., Noordin, N.K., Fadul, S.M.E., A Multi-Objective Routing
Mechanism for Energy Management Optimization in SDN Multi-Control Architecture, IEEE
Access, 2022, 10, pp. 20312-20327.

Aziz, M.H.A., Khairunniza-Bejo, S., Wayayok, A., Hashim, F., Kondo, N., Azmi, A.N.N., Temporal
changes analysis of soil properties associated with ganoderma boninense pat. Infection in oil
palm seedlings in a controlled environment, Agronomy, 2021, 11(11), 2279.

Khalid, H., Hashim, S.J., Ahmad, S.M.S., Hashim, F., Chaudhary, M.A., A new hybrid online and
offline multi-factor cross-domain authentication method for iot applications in the automotive
industry, Energies, 2020, 14(21), 7437.

Khalid, H., Hashim, S.J., Ahmad, S.M.S., Hashim, F., Chaudhary, M.A., Robust multi-gateway
authentication scheme for agriculture wireless sensor network in society 5.0 smart communities,
Agriculture (Switzerland), 2020, 11(10), 1020.
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Khalid, H., Hashim, S.J., Ahmad, S.M.S., Hashim, F., Chaudhary, M.A., A lightweight and secure
online/offline cross-domain authentication scheme for VANET systems in Industrial 10T, PeerJ
Computer Science, 2021, 7, e714.

Shalghum, K.M., Noordin, N.K., Sali, A., Hashim, F., Critical Offset Optimizations for Overlapping-
Based Time-Triggered Windows in Time-Sensitive Network, IEEE Access, 2021, 9, pp. 130484-
130501.

Khalid, H., Hashim, S.J., Ahmad, S.M.S., Hashim, F., Chaudary, M.A., Cybersecurity in industry
4.0 context: Background, issues, and future directions (Book Chapter), The Nine Pillars of
Technologies for Industry 4.0, 2021, pp. 263-307.

Hierarchical Optimization and Grid Scheduling Model for Energy Internet: A GA-Based Layered
Approach, Energy Reports (accepted, 2021)

Khalid, H., Hashim, S.J., Ahmad, S.M.S., Hashim, F., Chaudhary, M.A., Cross-sn: A lightweight
authentication scheme for a multi-server platform using loT-based wireless medical sensor
network, Electronics (Switzerland), 2021, 10(7), 790

Khalid, H., Hashim, S.J., Ahmad, S.M.S., Hashim, F., Chaudhary, M.A., Selamat: A new secure
and lightweight multi-factor authentication scheme for cross-platform industrial iot systems,
Sensors, 2021, 21(4), pp. 1-32, 1428

Althuwayb, A.A., Hashim, F., Liew, J.T., Ouahabi, A., Jacques, S. A Highly Efficient Algorithm for
Phased-Array mmWave Massive MIMO Beamforming, CMC-Computers, Materials & Continua,
2021, 69(1), pp. 679-694.

Khaled M. Shalghum, Nor Kamariah Noordin, Aduwati Sali, Fazirulhisyam Hashim, Network
calculus-based latency for time-triggered traffic under flexible window-overlapping scheduling
(Fwos) in a time-sensitive network (tsn), Appl. Sci. 2021, 11(9), 3896.

Abeer A. Z. Ibrahim, Fazirulhisyam Hashim, Nor Kamariah Noordin, Aduwati Sali, Keivan Navaie,
Saber M. E. Fadul, Heuristic Resource Allocation Algorithm for Controller Placement in Multi-
Control 5G Based on SDN/NFV Architecture, IEEE Access 9: 2602-2617 (2021).

Zuhura J. Ali, Nor Kamariah Noordin, Aduwati Sali, Fazirulhisyam Hashim: Fair Energy-Efficient
Resource Allocation for Downlink NOMA Heterogeneous Networks. IEEE Access 8: 200129-
200145 (2020)

Raouf, M.A., Hashim, F, Liew, J.T., Alezabi, K.A., Pseudorandom sequence contention algorithm
for IEEE 802.11ah based internet of things network. (2020) PLoS ONE 15(8): e0237386.
Alezabi, K.A., Hashim, F., Hashim, S.J., Ali, B.M., Jamalipour, A., Efficient Authentication and Re-
authentication Protocols for 4G/5G Heterogeneous Networks. (2020) EURASIP J. Wireless
Comm. and Networking, 2020 (1):105, pp. 1-34.

Rahman, Z., Hashim, F., Rasid, M.F.A., Othman, M., Alezabi, K.A. Normalized Advancement
Based Totally Opportunistic Routing Algorithm With Void Detection and Avoiding Mechanism for
Underwater Wireless Sensor Network. (2020) IEEE Access, 8, pp. 67484-67500.

Shaukat, H.R., Hashim, F., Shaukat, M.A., Alezabi. K.A., Hybrid Multi-Level Detection and
Mitigation of Clone Attacks in Mobile Wireless Sensor Network (MWSN). (2020) Sensors, 20 (8)
pp. 2283.

Liew, J.T., Hashim, F., Sali, A., Rasid, M.F.A., Jamalipour, A. Probability-based Opportunity
Dynamic Adaptation (PODA) of Contention Window for Home M2M Networks. (2019) Journal of
Network and Computer Applications, 14 (10), pp. 1-12.

Aziz, M.H.A., Bejo, S.K., Hashim, F., Ramli, N.H., Ahmad, D., Evaluations of soil resistivity in
relation to basal stem rot incidences using soil moisture sensor, Pertanika Journal of Science and
Technology, 2019, 27(S1), pp. 225-234.

Almohammedi, A.A., Noordin, N.K., Sali, A., Hashim, F., Jabbar, W.A., Saeed, S. Modeling and
Analysis of IEEE 1609.4 MAC in the Presence of Error-prone Channels. (2019) International
Journal of Electrical and Computer Engineering, 9 (5), pp. 3531-3541.

Al-Medhwahi, M., Hashim, F., Ali, B.M., Sali, A., Alkholidi, A. Resource Allocation in
Heterogeneous Cognitive Radio Sensor Networks. (2019) International Journal of Distributed
Sensor Networks, 15 (7), pp. 1-11.
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41. Amadi, C.C., Ujang, B.C., Sali, A., Hashim, F. Collaborative Adaptive Filtering Approach for the
Identification of Complex-Valued Improper Signals. (2019) Circuits, Systems, and Signal
Processing, 38 (8), pp. 3860-3879.

42. Ibrahim, A.A.Z., Hashim, F. An architecture of 5G based on SDN NV wireless network. (2019)
Indonesian Journal of Electrical Engineering and Computer Science, 14 (2), pp. 725-734.

43. Hajiyat, Z.R.M., Sali, A., Mokhtar, M., Hashim, F. Channel Coding Scheme for 5G Mobile
Communication System for Short Length Message Transmission. (2019) Wireless Personal
Communications, 106 (2), pp. 377-400.

Conference Proceedings / Academic Talks (5 years

1. Elbasheir, M.S., Saeed, R.A., Ibrahim, A.A.Z.,Hashim, F., Fadul, S.M.E., A Review of EMF
Radiation for 5G Mobile Communication Systems. (2021) 2021 IEEE Asia-Pacific Conference on
Applied Electromagnetics, APACE 2021.

2. Al-Hchaimi, A.A.J., Flayyih, W.N., Hashim, F., Rusli, M.S., Rokhani, F.Z., Review of 3D Networks-
On-Chip Simulators and Plugins. (2021) Asia Pacific Conference on Postgraduate Research in
Microelectronics and Electronics, pp. 17-20.

3. Khalid, H., Hashim, S.J., Mumtazah Syed Ahamed, S., Hashim, F., Chaudhary, M.A., Secure
Real-Time Data Access Using Two-Factor Authentication Scheme for the Internet of Drones.
(2021) 19th IEEE Student Conference on Research and Development: Sustainable Engineering
and Technology towards Industry Revolution, SCOReD 2021, pp. 168-173.

4. Ibrahim, A.A.Z., Hashim, F., Sali, A., Noordin, N.K., Fadul, S.M.E., A Modified Genetic Algorithm
for Controller Placement Problem in SDN Distributed Network. (2021) Proceeding - 2021 26th
IEEE Asia-Pacific Conference on Communications, APCC 2021, pp. 83-88.

5. Usman, I.H., Nordin, N.K., Omizegba, E.E., Rasid, M.F.A., Hashim, F., Performance Analyses of
Adaptive Handover Decision Algorithm using Spectrum Aggregation in Long Term Evolution -
Advanced Network. (2021) Proceeding - 2021 26th IEEE Asia-Pacific Conference on
Communications, APCC 2021, pp. 292-297.

6. Liew, J.T., Sali, A., Noordin, N.K., Ali, B.M., Hashim, F., Mashohor, S., Saleh, N.L., Ouzrout, Y.,
Sekhari, A., Sustainable Peatland Management with IoT and Data Analytics. (2021) IFIP
Advances in Information and Communication Technology, 629 IFIPAICT, pp. 549-557.

7. Khalid, H., Hashim, S.J., Ahmad, S.M.S., Hashim, F., Chaudary, M.A., New and Simple Offline
Authentication Approach using Time-based One-time Password with Biometric for Car Sharing
Vehicles. (2020) 2020 IEEE Asia-Pacific Conference on Computer Science and Data
Engineering, CSDE 2020, 94115609.

8. Alhammadi, A., Hashim, F., Rasid, M.F.A., Alraih, S., Aquhali, A., Simulation and Experimental
Analysis of Indoor Localization Systems. (2019) 2019 2nd International Seminar on Research of
Information Technology and Intelligent Systems, ISRITI 2019, 9034574, pp. 233-237.

9. Ali, Z.J., Noordin, N.K., Sali, A., Hashim, F., Balfagih, M., An efficient method for resource
allocation and user pairing in downlink non-orthogonal multiple access system. (2019) 2019 14th
IEEE Malaysia International Conference on Communication: Emerging Technologies in IoE and
5G, MICC 2019, 9037507, pp. 124-129.

10. Alhammadi, A., Alraih, S., Hashim, F., Rasid, M.F.A., Robust 3d indoor positioning system based
on radio map using Bayesian network. (2019) IEEE 5th World Forum on Internet of Things, WF-
loT 2019 - Conference Proceedings, 8767318, pp. 107-110.

11. Liew, J.T., Hashim, F., Sali, A., Rasid, M.F.A., Cumanan, K. Performance evaluation of backoff
misbehaviour in ieee 802.11ah using evolutionary game theory. (2019) IEEE 89th Vehicular
Technology Conference (VTC2019-Spring), pp. 1-7.
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Research Grants

Grant Title Year Source of Amount
Fund (RM)
Application of Nanodelivery System and Nanosensor in Smart | 2015-2020 MOHE 1,500,000
Farming for Actual Detection and Control of Ganoderma
Boninense
‘ATOM’ - Advancing the State of the Art of MIMO: The Key to 2016-2020 International 622,170
Successful Evolution of Wireless Networks
Evolutionary Approach to Address the Negative Impact of 2018-2020 UPM 40,000
Selfish MAC Behavior on Resource Availability in M2M
Networks
Seamless Vertical Handover in Vehicular Ad hoc Network 2018-2020 UPM 45,000
(VANET) Towards Future Mobility in Smart Cities
Kajian Pembangunan Modul Instrumen bagi Menilai Reputasi 2018-2019 MOHE 420,221.84
Sesebuah Institusi Pengajian Tinggi oleh Pihak Majikan
AgriBKChain: A Blockchain-based Network for Agricultural 2019-2021 International 334,036.20
Traceability and Product Advertising (ASEAN IVO and NICT) (USD
80,000)
SHYFTE : Building Skills4.0 Through University and 2019-2022 International 174,217.51
Enterprise Collaboration (Erasmus)
MySUN : Malaysia Sustainability University Network 2019-2022 International 114,255
(Erasmus)

EMOSEN: Energy — Efficient MIMO-based Wireless 2019-2021 UPM 113,200
Transmission for SWIPT-Enabled Network
A New Industrial Internet of Things (IloT) Multi-factor 2020-2021 International 21,000
Authentication Scheme for E-Healthcare System
IGNITE - Interference Modeling for 5G and FSS Coexistence 2021-2024 MOHE 124,630
at mmWave with Climate Change Considerations in the
Tropical Region
Perkhidmatan Pengumpulan Data dan Analisa Laporan QA 2021-2022 Private 19,800
Bagi Tujuan Penetapan Input Model “Predictive Maintenance”
Untuk Alat CT-Scan Di Hospital
Adaptive Restricted Access Window (RAW) for QoS 2021-2024 UPM 100,200
Provisioning in Industrial Internet of Things (lloT) using Wi-Fi
HalLow
Nature Inspired-Advanced Design of Water Purification Filter 2021-2023 Private 100,000
System for Eco-Sustainable and Smart Harvesting of Rain
and Dripping Air-Conditioner Water Using Internet of Things
MIDA Assessment Development Center (MADC) HyTALENT 2021-2022 Private 701,154
Programme
Development of UPM-NI Embedded Systems Engineering 2021-2022 Private 379,380
Laboratory
Sub Projek 2-Sistem loT SFOMOS Projek Restorasi Hutan 2022-2023 Public 70,000
Paya Gambut Terosot Di Hutan Simpan Raja Musa
Development of a Machine Learning Algorithm for Predictive 2022-2023 Private 43,000
Maintenance of CT-Scan Machine
A New Hybrid Online and Offline Multi-factor Cross Domain 2021-2023 Private 24,000
Authentication for loT Applications in Automotive Industry
Performance Modeling and Analysis of Edge Infrastructure in 2023-2025 UPM 20,000
Palm Qil Fields Using Minimum Spanning Tree (MST)
Approach: The Case for Machinery Movement
A Cost-Effective Hygiene Monitoring System for Public 2023-2025 UPM 20,000

Restroom Incorporating Internet of Things (loT)
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Professional Services / Consultation (Journal Reviewer, editorial works, etc.

Consultation

Title

Year Institution Amount (RM)

Implementation of WSN-based Structure and
Infrastructure Monitoring System (Kementerian
Penerangan Komunikasi dan Kebudayaan (KPKK))

2010 KPKK 4,509,174

Implementation of WSN-based Slope Monitoring
Application (Kementerian Penerangan Komunikasi dan
Kebudayaan (KPKK))

2010 KPKK 2,001,355.97

Kajian Pembangunan Instrumen Indeks Kepuasan Dan
Pengintegrasian MyQUEST (Kementerian Pendidikan

Tinggi)

2012 MOHE 186,000

Kajian Penambahbaikan Instrumen Rating Politeknik
POLYRATE (Kementerian Pendidikan Tinggi)

2012 MOHE 320,000

Kajian Penambahbaikan Instrumen Rating Institut
Pendidikan Guru Malaysia (Kementerian Pendidikan
Malaysia)

2012 MOE 460,000

MyQUEST (Kementerian Pendidikan Tinggi)

2015 MOHE 750,000

Penetapan Wajaran Standard Kualiti Pendidikan
Malaysia Gelombang 2 SKPMg2 (Kementerian
Pendidikan Malaysia)

2017 MOE 49,648

A Study on Gap Analysis of Communication
Infrastructure and Application Readiness for
Implementation of Smart City (Kementerian Komunikasi
dan Multimedia Malaysia)

2017 KKMM 490,000

Kajian Penarafan MyQUEST 2018

2018 MOHE 705,396

Journal Reviewer

o |EEE Communications Surveys and Tutorials .
o |EEE Transactions on Mobile Computing .
e |EEE Transactions on Communications .
o |EEE Transactions on Wireless Communications e
o |EEE Network Magazine .

e |EEE Access .
e Ad hoc Networks .
e Computer Communications

e Journal of Network and Computer Applications

International Journal of Communication Systems

Journal of Communication and Networks

International Journal of Electronics and Communications
International Journal of Ad Hoc and Ubiquitous Computing
Sensors

Future Internet

Egyptian Informatics Journal

Teaching Experience

e Engineering Mathematics

e Computer Security

o Network Security

o Computer and Network Security
¢ Digital Communications

¢ Research Methods in Computer and Communication Engineering

e Advanced Mobile Networks



